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INTRODUCTION
The objective of this white paper is to discuss the 21 CFR Part 111 and  EU EudraLex Annex 112 compliance 
readiness of Waters™ Empower™ Software for the regulated scientific laboratory.

Regulated pharmaceutical and biotechnology companies serving the US market are currently striving to meet 
compliance with 21 CFR Part 11, the U.S. Food and Drug Administration’s (FDA) rule governing electronic records 
and electronic signatures. Companies providing product for countries other than the USA, are also expected 
to meet the relevant electronic record and Data Integrity requirements from the governing Health Authorities 
of those countries, with the Medicines and Healthcare products Regulatory Agency (MHRA) taking a lead in 
this area. Additionally the World Health Organization (WHO) and the Pharmaceutical Inspection Cooperation 
Scheme (PIC/s) have issued guidances for managing electronic records and data.

Meeting Data Integrity expectations, including Part 11 compliance, remains challenging. However, e-record 
regulations will eventually be viewed as a significant driver to move companies from a paper-records 
environment to a more efficient and complete electronic-records environment. Although it is understood that 
merely purchasing a chromatography data software package that incorporates Part 11 or Annex 11 technical 
controls does not make a lab fully compliant or guarantee Data Integrity, technical controls should be inherent 
in any system used in a regulated environment. It is critical that these controls are understood, configured, 
validated, and utilized by the regulated company. A suite of technical controls for 21 CFR Part 11 and Annex 11 
compliance are built into Empower to simplify administration and allow laboratories to meet global electronic 
record regulations.

21 CFR PART 11 BACKGROUND
Regulations affecting the creation, maintenance, transmission, storage, and modification of electronic records 
have added new focus to the regulated life science industries. 21 CFR Part 11 has emerged as one of the most 
defining regulations for the pharmaceutical and biotechnology industries along with the European counterpart, 
Good Manufacturing Practices (GMP) Annex 11. The impact is far-reaching, affecting quality assurance, quality 
control, information technology, manufacturing, and specifically lab management practices. 21 CFR Part 11, 
currently in force as part of all GxP inspections (i.e. Good Laboratory Practices (GLP) and Good Clinical Practices 
(GCP)) as well as GMP, has transformed the management of electronic data in regulated life science industries. 

Every system that generates electronic records required by a predicate rule (GxP) must be examined to determine 
its current ability to comply with Part 11. Potentially, hundreds of systems within a pharmaceutical or biotechnology 
company may be affected. This includes analytical instruments (i.e., HPLC, UPLC,™ GC, MS, NMR, GC-MS, etc.), 
Microsoft® Excel® and Word documents, Laboratory Information Management Systems (LIMS), Electronic Laboratory 
Notebooks (ELNs), Scientific Data Management Systems (SDMS), and Laboratory Execution Systems (LES). 

From the lab to the enterprise and beyond, Part 11 significantly impacts good electronic record management. 
The electronic records and signature rule, originally proposed by the pharmaceutical industry to reduce the 
burden of paper submissions in 1991, became effective in August 1997 for all companies wishing to sell food, 
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http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?CFRPart=11
http://ec.europa.eu/health/files/eudralex/vol-4/annex11_01-2011_en.pdf
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pharmaceuticals, and cosmetics into the United States. 
Electronic record management and Data Integrity have 
recently gained momentum within FDA field operations as 
the enforcement of Part 11 has increased following extensive 
training of investigators and a significant distrust of non-
contemporaneous paper reports.

KNOW YOUR DATA
Machine-readable (raw) data and human-readable (report) 
data generated by analytical instruments (i.e., HPLC, UPLC, 
GC, UV, MS, etc.) and Microsoft Office tools are currently 
being maintained by a variety of inconsistent methods that 
make it difficult to either retrieve or reuse this data in an 
expeditious and uniform manner.

Raw data is defined as an electronic record the moment 
 it is saved to durable media. Metadata (data about data)  
must also be saved and archived electronically. Since one 
cannot print to paper all metadata available in electronic  
form, and since the FDA wants to use the same tools to 
evaluate the data the operator used, paper printouts are  
no longer a suitable substitute for electronic data. Indeed,  
a Level 2 guidance3 document was released on the  
www.fda.gov website (and included in the more recent 
DRAFT guidance on Data Integrity4), specifically indicating 
that paper copies of electronic records from complex systems 
such as chromatographs will not meet the GMP requirements. 
It is important that you maintain and protect the raw electronic 
data, the metadata and the report data for each regulated 
system. Electronic records should never be deleted even  
after summary reports have been printed.

Empower is designed to archive and catalog both the 
machine- and human-readable data, allowing companies to: 

■■ Work in a way that is compliant to regulations  on 
electronic records and electronic signatures. 

■■ Meet global Data Integrity expectations.

■■ Archive machine-readable data from any controlled 
instrument to safe, stable and secure media. 

■■ Retrieve previously archived machine-readable data as 
requested and within minutes. 

■■ Establish traceability between the human-readable data 
and the machine-readable data.

■■ Integrate Empower with other applications to reduce 
transcription errors and additional human checking.

SUMMARY OF WATERS STRATEGIES  
FOR COMPLIANCE
Empower uses Oracle® as the underlying relational database, 
providing a robust and scalable architecture. While Waters 
provides the sample application for Personal or Enterprise 
deployment, you can have more confidence in Data Integrity 
when deployed in an Enterprise Configuration. 

Empower includes functionality which allows the regulated 
laboratory to simply configure and confidently demonstrate 
all of the technical requirements for global electronic record 
regulations, including 21 CFR Part 11, Annex 11 and other 
Data Integrity guidances. The current version of this product 
helps any regulated company meet the core requirements of 
Data Integrity with a clear plan and strategy for compliance, 
including the use of electronic signatures. 

SCOPE OF 21 CFR PART 11 (§11.1):
The general scope of Part 11 states: 

“The regulations in this part set forth the criteria under which 
the agency considers electronic records, electronic signatures, 
and handwritten signatures executed to electronic records 
to be trustworthy, reliable, and generally equivalent to paper 
records and handwritten signatures executed on paper.”

As the pharmaceutical and biotechnology industries move 
from paper to more flexible electronic data and information 
environments, Part 11 and other regulations will ensure 
continued Data Integrity in electronic formats. Overall, it is 
believed that more secure and trustworthy data results from 
Part 11 compliance in the life science arena.

In addition to enhancing the integrity of data required to be 
maintained by the predicate rules (the main regulations for 
research, development and manufacturing covered by the 
Federal Food, Drug, and Cosmetic Act or the Public Service 
Act) Part 11 also paves the way for full electronic submissions 
to the FDA through the electronic Common Technical 
Document gateway.

The Rule says: “For records required to be maintained but not 
submitted to the agency, persons may use electronic records 
in lieu of paper records or electronic signatures in lieu of 
traditional signatures, in whole or in part, provided that the 
requirements of this part are met…. For records submitted to 
the agency, persons may use electronic records in lieu of paper 
records or electronic signatures in lieu of traditional signatures, 
in whole or in part.”

https://www.fda.gov/drugs/guidancecomplianceregulatoryinformation/guidances/ucm124787.htm#3
https://www.fda.gov/ucm/groups/fdagov-public/@fdagov-drugs-gen/documents/document/ucm495891.pdf
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ELECTRONIC RECORDS — 
APPLICABILITY AND DEFINITION
Per 21 CFR Part 11, the definition of an electronic record is: 

“any combination of text, graphics, data, audio, pictorial, or 
other information representation in digital form that is created, 
modified, maintained, archived, retrieved, or distributed by a 
computer system.”

21 CFR Part 11 applies to all electronic records used to meet 
GxP (GMP, GCP, GLP) requirements, including, but not limited 
to, systems for:

■■ Batch records, SOPs, test methods, specifications,  
and policies.

■■ Inventory records.

■■ Clinical and non-clinical study data.

■■ Calibration and preventative maintenance records.

■■ Validation protocols and reports.

■■ LIMS systems.

■■ Chromatography data systems.

■■ Customer-complaint files.

■■ Adverse event reporting systems.

■■ Automated document management systems.

Measures to ensure the trustworthiness of electronic 
records and electronic signatures consist of administrative, 
procedural, and technical controls implemented for 
computer systems.

To satisfy the entire requirement, regulated companies must 
employ oversight and review to monitor conformance of  
Data Integrity compliance. This discussion mainly focuses  
on the technical controls required by Part 11 that are provided 
by Empower for trustworthy and reliable scientific  
data management. 

The following sections describe the key recommendations  
of Part 11 and how Empower aids in compliance to the 
described technical controls. 

CONTROLS FOR CLOSED SYSTEMS (§11.10):
Essentially, these are the measures designed to ensure the 
integrity of system operations and electronic records stored  
in a closed system.

Section 11.3 indicates that a “Closed System means an 
environment in which system access is controlled by persons 
who are responsible for the content of electronic records that 
are on the system.” By definition, Empower is a closed system.

The Rule further states that, “Persons who use closed systems 
to create, modify, maintain, or transmit electronic records 
shall employ procedures and controls designed to ensure the 
authenticity, integrity, and when appropriate, the confidentiality 
of electronic records, and to ensure that the signer cannot 
readily repudiate the signed record as not genuine.”

Some of the procedures and controls required to maintain 
record integrity in closed systems include:

■■ Validation of systems to ensure accuracy, reliability, 
consistent intended performance, and the ability to  
discern invalid or altered records (§11.10(a)).

■■ The ability to generate accurate and complete copies 
of records in both human-readable and electronic form 
suitable for inspection, review, and copying by the  
agency (§11.10(b)).

■■ Protection of records to enable accurate and ready 
retrieval throughout the records retention period (§11.10(c)).

■■ Limiting system access to authorized individuals 
(§11.10(d)).

■■ The use of computer generated, time-stamped audit trails 
to independently record the date and time of operator 
entries and actions that create, modify, or delete electronic 
records. Record changes shall not obscure previously 
recorded information. Such audit trail documentation will 
be retained for a period as least as long as that required 
for the subject electronic records and will be available for 
agency review and copying (§11.10(e)).

■■ Use of operational system checks to enforce permitted 
sequencing of steps and events (§11.10(f)).

■■ Use of authority checks to ensure that only authorized 
individuals can use the system, electronically sign a record, 
access the operation or computer system input or output 
device, alter a record or perform the operation at hand 
(§11.10(g)).

■■ Use of device checks to determine the validity of the 
source of data input or operational instruction (§11.10(h)).

Let’s take a look at some of the Part 11 technical controls in  
more detail. 
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ACCURATE AND COMPLETE COPIES
§11.10(b) of the Rule states that one must have the ability to 
generate accurate and complete copies of records.

The ability to make accurate and complete copies of data and 
metadata in both human and electronic forms is very important. 

Human Readable Copies These might be for review purposes, 
for evidence in inspections, or for long-term archival. However 
the intended use of these copies needs to be clearly defined 
and is critical given that the FDA considers paper printouts  
of electronic records not suitable substitutes for those 
electronic records. The Level 2 guidance indicates the FDA 
recognize that for simple data, such as weight printout from a 
balance, a printed copy might be complete, but this is unlikely 
for complex instrument data, such as chromatography data 
systems. This exact same sentiment can be found in the 
MHRA GXP Data Integrity Definitions and Guidance, March 
2018*.5

Electronic Copies Archiving implies that data is moved from 
active state to inactive state and then may be moved and 
stored long term in a new location. Upon archiving, records 
must be protected to ensure record access and usability 
for the duration of the established record retention period. 
Controls must be implemented to ensure that archiving 
preserves the trusted status of the record and allows for  
long-term access and use.

Secure archiving requires:

■■ Moving data to a secure storage area that is  
readily retrievable.

■■ Maintaining the integrity of the data during a move.

■■ Validating the data move.

■■ Maintaining Data Integrity for the duration as defined in 
applicable record retention policies.

■■ Technology that preserves integrity of the record before, 
during, and after a data migration activity.

■■ Ensuring that the audit trail and any other metadata is 
archived along with instrument records.

■■ Technology and procedures that permit data to be 
retrieved and copied, in both electronic and human 
readable form, throughout the life of the data.

*	 It is not expected that these copies of data be viewable in any application 	
	 other than the original software, or an updated version of the same 	
	 application. Laboratory applications may be able to create exported or 	
	 converted data for import into other applications, but these versions are 	
	 unlikely to retain the entire metadata, meaning, or secure fidelity of truly 	
	 archived data.

PROTECTION AND READY RETRIEVAL  
OF RECORDS
§11.10(c) of the Rule states that records must be protected 
to enable their accurate and ready retrieval throughout 
the records retention period. Records should be protected 
against the likes of uncontrolled modification or deletion,  
and the system should automatically recognize when records 
have been altered after the initial recording.

The system must also allow for accurate and ready retrieval 
of such records. Part 11 does not specify a timeframe for the 
retention period; retention time is defined by the predicate rules.

The FDA’s intention is that you should be able to generate 
your original results from your original raw data. To do 
that, you not only need the raw data but also the metadata, 
including methods and audit trails.

Data Integrity principles depend highly on protecting the 
original (‘O’ of the principles of ALCOA+) electronic data (i.e. 
not relying simply on paper or PDFs of reports, ensuring that 
data is both Enduring and Available (from the + principles of 
ALCOA+) throughout the lifecycle of the data. 

Since Empower uses a relational database, it provides 
superior traceability of raw data to results, calibration curves, 
instrument methods, processing methods, and sample sets. 
In addition, Empower allows for immediate, but controlled, 
access to electronic data stored in its secure Oracle database.

■■ Capture both human-readable and machine-readable  
data accurately, electronically and automatically. 

■■ Designed to retain records for as long as the designated 
retention period states. 

■■ Dramatically reduce the amount of time required to 
properly manage the vast amount of data generated  
in labs every day. 

■■ Work with complete confidence that the data is being 
safely and securely backed up and easily accessed  
when required. 

■■ Automate archiving of complete projects/datasets to 
remove the need for manual archive of individual records.

■■ Archive entire groups of projects with a single click,  
or use additional automatic archiving tools such as  
those offered in Waters NuGenesis Laboratory 
Management System (LMS).

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/687246/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/687246/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf
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SERVER-BASED ENTERPRISE SOLUTIONS
The architecture of Empower Software is based on an Oracle 
database with distributed components to support enterprise-
wide deployment. In an Enterprise deployment data is stored 
in a secure central server, normally located in a server room 
and not on vulnerable PCs or devices in the laboratory. 
Access to the data location is secured by the server operating 
system and regular users have no access to the raw data.

Empower provides buffering capabilities to protect data 
acquisition during server or network inaccessibility. 
Acquisition will continue according to the submitted sample 
set but data cannot be accessed, processed or evaluated 
until it is automatically uploaded to the secure database, once 
connection is re-established. Additionally, new sample sets 
cannot be submitted while in buffering mode.

Your Waters representative and network experts will help to 
design an acceptable level of hardware redundancy into your 
server configuration to protect against unexpected hardware 
failures, with minimum downtime. 

AUTOMATED BACK UP OF “LIVE” GxP RECORDS 
USING AUTOMATED PROCESSES
As all data is in one location, automated procedures can be 
written and executed to provide electronic backups of the 
entire content of the Empower database and the associated 
files. A combination of cold backups, hot backups, and auto 
archive log files can restore an Empower Enterprise system 
to the exact point of failure, should there be any serious 
hardware errors.

Figure 1. Project backup of multiple projects in one action in Empower.

Figure 2. How to configure preferred backup software in Empower.

BACKUP OF COMPLETED LABORATORY DATA
It is imperative to capture the corresponding metadata along 
with the electronic record. Empower automatically creates 
electronic copies of all the metadata from both raw data and 
processed results in a project, preserving all traceability 
between results, methods, and audit trails, and stores this 
with the files, should you be required to remove it from your 
production Empower Enterprise environment. 

■■ Empower backup software manages the project backup 
process and provides a mechanism to backup and archive 
several projects at one time (see Figure 1). 

■■ It also gives you the option to have your own backup 
software started automatically when Empower is  
finished securing the project data (see Figure 2).

■■ You can easily retrieve backed-up data by using the  
restore function, which allows you to restore one or 
multiple projects (see Figure 3).
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Figure 4. Empower login screen. This system uses a login that requires the 
user to enter both the username and password, helping to protect access 
to the records therein.

LIMITING SYSTEM ACCESS
Empower provides the ability to achieve compliance with 
§11.10(d) and §11.10(g) of the Electronics Records Rule as 
they describe control over access to the system, both limiting 
access to authorized users, and controlling the level of access 
to specific functions. Very similar access requirements exist in 
all e-record regulations and provide a key technical control to 
achieve the first ALCOA principle “Attributable”.

All Empower components are compliance-ready with these 
sub-sections provided the relevant access and system  
polices have been configured, and suitable procedural  
and administrative controls are also in place.

■■ Empower requires an authorized user login to gain access 
to the system. Once logged on, a privilege grid controls  
the user’s access to data.

■■ Empower includes a defined workflow (instrument set up, 
data collection, integration, calibration/quantitation, and 
reporting) ensuring that proper sequencing of steps and 
events are followed. These steps (including any rework 
processes) should be documented in Standard Operating 
Procedures (SOPs).

Figure 3. The restore function of Empower. Restore has the ability  
to restore archived files either to their original location or to a new,  
user-specified location. ■■ For enhanced records protection and access control, 

Empower assigns detailed privileges to users and user 
groups (i.e., not just read/write/delete access). For 
example, someone with pre-defined Chemist privileges 
would only be allowed to sign reports for review, without 
the capability of approving them. 
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As well as directly controlled LC, GC, CE, and MS instruments, 
Empower can collect data from any device that will output an 
analog signal into a convertor called a SAT/IN. This data will 
be transferred to Empower and can be processed just as if it 
came from a directly controlled instrument.

Qualification of instruments and SAT/IN devices will help  
to show adherence to this section of the rule, as well as 
complying with other GMP and GLP regulations regarding 
calibration or checking of equipment. 

AUDIT TRAILS
The use of computer generated, time-stamped audit trails 
is a significant part of the “Controls for Closed Systems” 
(§11.10(e)). Audit trails form an essential component of any 
e-record compliance or data integrity toolset needed to  
meet  regulations and guidances from across the globe, 
covering GMP, GLP, and GCP data, as well as part of the 
identification of altered records as specified in 11.10(a),  
as well as regulations and guidances from across the  
globe, covering GMP, GLP, and GCP data. 

An example of this is the April 2016 OECD Guidance Number 
17 for Applications of GLP Principles to Computerized 
Systems6: “An audit trail provides documentary evidence 
of activities that have affected the content or meaning of a 
record at a specific time point.”

Audit trails are considered the key to the security of a system 
since they track changes to the data and metadata. In this 
way, an incomplete or absent audit trail can impact Data 
Integrity or even product quality. The absence of an audit trail 
is considered to be “highly significant when there are data 
discrepancies” according to the FDA.7

Part 11 requires electronic audit trails for all data archived and 
managed as per the Rule. Audit trails must be:

■■ Inclusive of the date and time when the individual created, 
modified, reviewed, approved or deleted an electronic 
record in an unambiguous format. 

■■ Computer generated (automatically).

■■ Secure — adequate security to prevent tampering.

■■ Operator independent — no operator or administrator  
may change or modify in any way.

Change actions need to be documented in the audit trail and 
the recorded changes must not obscure previously recorded 
information (i.e., record the “before” and “after” values).

DEVICE MANAGEMENT
11.10(h) describes “device checks” and uses the example of 
terminals as a point of entry of data. For CDS solutions it 
is more applicable to consider devices as chromatography 
instruments, which are the main source of data input.

Empower will capture data from any instrument or device 
that the user specifies. A valid instrument driver, and possibly 
a license, needs to be installed, and the specific instrument 
must be configured in the Empower application. 

Figure 5. Empower 3 chemist privileges. Defined user privileges such as 
the ability to sign-off results at Level 1 only.

http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=env/jm/mono(2016)13&doclanguage=en
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=env/jm/mono(2016)13&doclanguage=en
http://www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=env/jm/mono(2016)13&doclanguage=en
https://www.fda.gov/ohrms/dockets/98fr/073099d.txt
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Additionally, users are required to record a scientific 
justification of “why” the changes have been made.  
This is normally documented in a comment or reason field. 

The audit trail documentation must be retained for the same 
period as the electronic record. Accurate and complete copies 
must be made available to the FDA for review and copying 
and must be both human-readable and machine-readable. 

■■ Empower System Audit Trail provides a history of actions 
that affects the overall system configuration (such as 
denied login, project archival, changes to system policies). 

■■ The System Audit Trail tracks critical actions such as 
changes to users privileges.

■■ All audit trails are generated automatically, cannot be 
modified, and include all Administrator activity. 

Further details can be found in individual item histories 
such as Acquisition and Injection Logs, Method Audit Trails, 
Sample, or Sample Set Histories.

Additional capabilities of Empower: 

■■ Ability to discern invalid or altered records using records  
in the project audit trail.

■■ Automatically create new and discrete records of changes 
made to methods and results, while preserving the original 
and allowing for comparison by highlighting  
the differences.

■■ Provide Checksum and Cyclic Redundancy Check (CRC) 
verification for all human-readable and machine-readable 
data to protect against data alterations through external 
access to the system.

New requirements of European regulations (GMP Annex 11) 
to regularly review audit trails are also being expected by 
FDA investigators. Even though there is no formal mention 
of this in Part 11, companies that fail to have a formal process 
to review audit trails have had this omission cited in official 
warning letters. Most laboratories treat audit trails relating 
directly to data and results as part of the metadata needing to 
be reviewed before batch or study release, while system level 
audit trails fall under a periodic review by administrators SOP.

Empower can assist in meeting this expectation by providing 
easy access to methods, data, results, and metadata audit 
trails from the review screen.

Figure 6. The readable view of the Empower system audit trail which can 
be filtered and sorted to find and print relevant records.

Figure 7. The Oracle database underlying Empower creates permanent 
linking relations between methods, data, and metadata which cannot be 
broken, permitting easy review of related data. 

eCord
Information

The Empower Project Audit Trail is an overview of every 
activity performed by users, as well as data, metadata, 
and methods inside the project. It captures information 
that affects the data within a project (calibration, method 
changes, processing data) and other information captured 
in the Empower database (who, when, what) including any 
data insertions, modifications to metadata, record copies, 
deletions, and applications of review or approval signatures. 
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A tool in Empower, called the Result Audit Viewer, brings 
together audit records from the acquisition log, project, 
method, and sample histories into a single window, and also 
permits easy comparison of methods and results. 

Documentation of audit trail review should be performed  in a 
similar way to documentation of any review process. Typically 
this is done by signing the results as ‘reviewed’  or ’approved’, 
following a data review SOP which outlines how the review 
process should be performed, and will  include how and when 
to review audit trails. 

The WHO Guidance8 notes under the section for documentation 
of data review on paper records, a signature should be added 
to the actual records reviewed, while, in the “expectations for 
electronic records” you follow a clear review procedure and 
then electronically sign the electronic data  set as having been 
reviewed and approved. Separately documenting review of 
audit trails is not expected.

CONTROLS FOR OPEN SYSTEMS (§11.30):
21 CFR Part 11 states: “Open System means an environment 
in which system access is not controlled by persons who are 
responsible for the content of electronic records that are on the 
system.”

It is further stated that: “Persons who use open systems to 
create, modify, maintain, or transmit electronic records shall 
employ procedures and controls designed to ensure the 
authenticity, integrity, and, as appropriate, the confidentiality of 
electronic records from the point of their creation to the point of 
their receipt. Such procedures and controls shall include those 
identified in §11.10, as appropriate, and additional measures such 
as document encryption and use of appropriate digital signature 
standards to ensure, as necessary under the circumstances, 
record authenticity, integrity, and confidentiality.”

An example of such an open system is an unsecured, web-
based system used for transmitting data. Subpart B, §11.30 
states that the controls for closed systems also apply to open 
systems. However, in order to maintain the authenticity, 
integrity, and confidentiality of electronic records that are 
transmitted over an open system, tighter controls such 
as digital encryption would be required. Empower is not 
considered an open system.

ELECTRONIC SIGNATURES — APPLICABILITY  
AND DEFINITION
Part 11 defines an electronic signature as: “a computer data  
compilation of any symbol or series of symbols executed, 
adopted, or authorized by an individual to be the legally  
binding equivalent of the individual’s handwritten signature.”

Many companies are not ready for e-signatures, but must 
still comply with all of the regulations regarding electronic 
records. The FDA is permitting the use of a hybrid system  
for companies that maintain archives of the electronic 
versions of each record while concurrently using paper-based 
signature processes. 

It is vital to be able to prove the identity of an individual 
required to sign an electronic record. The key is linking the 
owner to the electronic identity and confirming that the 
individual has the authority to sign.

Figure 8. The Review window and the Result Audit Viewer facilitate 
a reviewer to interrogate the data, methods, peak results, calibration 
curves, and audit records, and then take the results directly to Preview 
to electronically sign off.

http://apps.who.int/medicinedocs/documents/s22402en/s22402en.pdf
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ELECTRONIC SIGNATURE COMPONENTS AND 
CONTROLS (§11.200):
Electronic signatures may be either non-biometric or 
biometric. For non-biometric electronic signatures, two  
forms of identification are required. These can be any of  
the following:

■■ User ID and password.

■■ Card key and password.

■■ Two passwords.

“§11.200(a) Electronic signatures that are not based upon 
biometrics shall:

1.	 Employ at least two distinct identification components such 
as an identification code and password. 

2.	 Be used only by their genuine owners; and

3.	 Be administered and executed to ensure that attempted use 
of an individual’s electronic signature by anyone other than 
its genuine owner requires collaboration of two or more 
individuals.”

The Rule defines Biometric as: “A method of verifying an 
individual’s identity based on measurement of the individual’s 
physical feature(s) or repeatable actions(s) where those 
features and/or actions are both unique to that individual  
and measurable.”

Some familiar examples include voiceprints, finger/thumb 
print recognition, retinal scans, or any device or method 
designed to ensure use only by the genuine owner. 

■■ Empower does not provide biometric signature 
capabilities. However, third party tools to convert  
biometric readings to traditional username/password 
combination may be implemented.

Non-biometric e-signatures must be administered and 
executed to prevent forging.

Empower Software:

■■ Provides the ability to achieve compliance with this part  
of the rule.

■■ Requires a username/password combination in order  
to e-sign a result or a set of results.

■■ Ensures all pages of the report are reviewed before sign  
off is permitted.

■■ Allows permission-based controls around who can sign 
results at each level.

■■ Provides sign off policies to personalize your sign  
off practices.

■■ Result Sign Off Policies allow compliance with 
requirements for signatures that are either expressed in  
21 CFR Part 11 or in predicate rules (GxP). Setting these 
only affects the use of electronic signatures in Empower.

■■ May be set to create and store a PDF of the actual report 
used for sign off. This PDF can be saved inside the 
Empower database or be set to save in Waters NuGenesis™ 
SDMS, if required.

Figure 9. Empower uses a combination of username and password to sign 
a result. A meaning is also required and, while two levels of sign off with 
different associated privileges are seen in the box, results can be signed 
multiple times at each level.

The regulation has a series of rules about the use of one or 
both of the signature components in a contiguous session:

§11.200(a)(1) (ii) “The first signing shall be executed using all 
electronic signature components; subsequent signings shall 
be executed using at least one electronic signature component 
that is only executable by, and designed to be used only by  
the individual.”
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ii) “When an individual executes one or more signings not 
performed during a single, continuous period of controlled 
system access, each signing shall be executed using all of  
the electronic signature components.”

■■ Within Empower, each time you sign a report in a 
contiguous fashion, both the username and password are 
required for authentication for the first signature, but only 
a password is required for subsequent signings.

■■ Timeouts on the sign-off screen ensure that a new  
sign-off session is started if the system is left idle, ensuring 
that both parts of the signature are required when the 
session is resumed.  
 

1.	  The printed name of the signer; 

2.	 The date and time when the signature was executed; and 

3.	 The meaning (such as review, approval, responsibility,  
or authorship) associated with the signature. 

(b) The items identified in paragraphs (a)(1), (a)(2), and  
(a)(3) of this section shall be subject to the same controls as for 
electronic records and shall be included as part of any human-
readable form of the electronic record (such as electronic 
display or printout).”

■■ Empower provides the ability to achieve compliance  
with this part of the rule.

■■ The software captures and displays the three pieces 
of metadata of which a signature manifestation should 
consist. 

■■ The Empower e-signature displays:

—— the full printed name of the signer, 

—— the date and the time that the signature was executed, 
and 

—— a meaning for the signature (configure defined 
meanings in the Configuration Manager for review, 
approval, authorship, responsibility, etc.). 

For trustworthy signed electronic records, electronic 
signatures should be unique to one individual and should  
not be reused or reassigned to anyone else:

■■ Empower prevents re-allocation of e-signatures to another 
user and prevents deletion of a user/signer once it has 
been created.

Figure 10. Empower allows you to create a unique sign-off policy.

SIGNATURE MANIFESTATIONS (§11.50):
21 CFR Part 11 does not mandate electronic signatures, 
nor does it mandate when an e-signature is used or what 
documents must be signed. This is governed by the predicate 
rules and generally includes the signature of the author/ 
creator of the data and the signature of the reviewer who 
approves the data. However, many companies will have their 
own SOPs about how records are reviewed and approved.

The US Regulation does, however, require e-signature 
manifestations to contain three key pieces of metadata.  
It is stated that: 
“(a) Signed electronic records shall contain information 
associated with the signing that clearly indicates all of  
the following: 

Figure 11. An Empower display of e-signature history. Note the display 
in human-readable form of the three pieces of metadata needed for an 
e-signature manifestation. 
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SIGNATURE RECORD LINKING (§11.70):
Section 11.70 ensures the integrity of either electronic or 
handwritten signatures executed to electronic records by 
specifying that: “Electronic signatures and handwritten 
signatures executed to electronic records shall be linked to 
their respective electronic records to ensure that the signatures 
cannot be excised, copied, or otherwise transferred to falsify an 
electronic record by ordinary means.”

Linking the signature to the original electronic record is 
especially critical when a printout or an electronic copy  
of the e-record becomes orphaned from that e-record.  
The signature must not be lost.

■■ Empower provides the ability to achieve compliance with 
this part of the rule. 

■■ The software enables non-breakable linking of electronic 
signatures to electronic records. 

■■ The Empower e-signature information is stored in the 
Oracle relational database and is permanently linked  
to the record itself.

■■ It is not possible to excise, copy, or transfer the signature  
to another unsigned document.

Some characteristics of electronic identification include:

■■ Users typically assigned an ID as part of system.  
The ID is passively captured/harvested as the user 
operates the system.

■■ If an electronic ID is collected, it must be linked to the 
record for the duration of the record.

■■ Electronic ID does not have the same force of law as 
electronic signature; however, it still implies responsibility 
and should be taken seriously.

§11.300 Persons who use electronic signatures based upon use 
of identification codes in combination with passwords shall 
employ controls to ensure their security and integrity.

Such controls shall include: 

a.	 Maintaining the uniqueness of each combined identification 
code and password, such that no two individuals have the 
same combination of identification code and password. 

b.	 Ensuring that identification code and password issuances 
are periodically checked, recalled or revised (e.g., to cover 
such events as password aging). 

c.	 Following loss management procedures to electronically 
unauthorize lost, stolen, missing or otherwise potentially 
compromised tokens, cards and other devices that bear or 
generate identification code or password information, and to 
issue temporary or permanent replacements using suitable, 
rigorous controls. 

d.	 Use of transaction safeguards to prevent unauthorized use 
of passwords and/or identification codes, and to detect and 
report in an immediate and urgent manner any attempts at 
their unauthorized use to the system security unit, and, as 
appropriate, to organizational management. 

e.	 Initial and periodic testing of devices, such as tokens or 
cards, that bear or generate identification code or password 
information to ensure that they function properly and have  
not been altered in an unauthorized manner.

■■ Empower provides the ability to achieve compliance  
with this part of the rule.

■■ The software uses its own code to manage user ID and 
password for e-signature manifestations, removing the 
reliance on operating system and domain security. 

■■ However, if the regulated company uses an LDAP 
authentication system such as Active Directory,  
Empower can be configured to use that system to  
manage usernames and passwords.

Figure 12. The permanent Empower Signoffs Oracle table is updated after 
each signature event. This table can only be added to by the application (i.e., 
more signatures can be added to a result), but cannot be changed or altered.

CONTROLS FOR IDENTIFICATION CODES/
PASSWORDS (§11.300):
Ultimately, the purpose of Part 11, and other related record 
regulations, is to achieve trusted electronic records. The 
identity of the user is essential to irrefutably label an individual 
responsible for some aspect of the electronic record. In terms 
of Data Integrity this is known as the “Attributable” principle. 
Electronic identification is the passive harvesting of users’ 
identities as they are performing tasks on a system.
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§11.300(a) No two individuals have the same combination  
of identification code and password.

■■ Empower prohibits a user ID/password combination  
from being assigned to duplicate users. Even after a  
user is “removed” that ID cannot be reassigned.

■■ Despite these technical controls, it is the regulated 
company’s responsibility to ensure that users do not  
share ID/password combinations between them.

§11.300(b) System should force password changes periodically.

■■ Empower allows an administrator to force a password 
change based upon company policy and business rules.

§11.300(c) above is the user’s responsibility; and falls under 
administrative/procedural controls.

§11.300(d) Ability to notify administrators of unauthorized 
system access attempts and lock the account after a specified 
number of failed attempts.

■■ Empower provides this capability through its own code  
or through an LDAP solution such as Active Directory.

■■ In the event of more than a specified number of 
unsuccessful attempts to log in to Empower, the following 
will occur:

—— The user account is disabled, requiring an 
administrator to unlock.

—— Notification is sent to the Security Message Center, the 
System Audit Trail and, if configured, an email address.

—— This feature cannot be disabled.

§11.300 (e) Periodic testing of tokens or cards is not applicable  
to Empower. 

BEYOND THE RULE

ASSISTANCE WITH AUDITS
Auditors require objective evidence to be provided in a  
timely fashion. 

■■ Providing documented evidence becomes a fast, 
streamlined process when electronic data is online  
in the Empower database. 

■■ Empower acts like an electronic filing cabinet. Instead of 
sifting through printed reports by hand, the Empower view 
filters can directly access the requested electronic data.

MANAGE VALIDATION AND COMPLIANCE 
DOCUMENTATION
■■ Empower can be used to store qualification data and 

electronic reports for instruments and software in the lab. 

■■ Since these checks need to be performed periodically, 
Empower provides not only a convenient storage location, 
but also a way of clearly documenting the timing of the 
various qualification tests done in the lab. 

■■ Instrument and computer qualification status, including 
next qualification due dates, can be documented in the 
device properties. 

■■ Validation and compliance data and reports are 
permanently stored within the relational database.

■■ Similar documentation libraries for non Empower 
controlled instrumentation can be created inside a  
secure relational database using Waters NuGenesis  
SDMS solution. 

ENSURING COMPLIANCE AND DATA INTEGRITY
Waters compliance experts are constantly reviewing 
regulatory observations as well as guidance documents and 
any regulation updates to ensure that the tools we provide

can help a regulated laboratory meet expectations for 
Data Integrity. It is important that responsible data owners 
understand and configure those tools correctly to meet

their own SOPs and requirements. Waters experts are 
available to provide training in the technical controls that 
Empower provides and how these might be leveraged. 
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The information provided in this document is for informational 
purposes only and should not be construed as advice regarding 
any particular course of action to be taken by a particular reader. 
The information is subject to change without notice.

Waters does not make any representations or warranties, express 
or implied, to any party, regarding use of the information contained 
in this white paper to make decisions regarding the implementation 
and maintenance of effective quality control systems and 
quality assurance testing programs concerning the Chemistry 
Manufacturing and Controls activities with respect to products and 
operations conforming to appropriate best practices, including 
but not limited to the applicable good manufacturing practices 
regulations of the U.S. Food and Drug Administration or comparable 
regulations of any other supra-national, regional, federal, state, or 
local regulatory agency or authority that apply to the manufacture 
of pharmaceutical or biological products.

For more information, reference www.fda.gov
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